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The Price of Ubiquity: GCash Is Now
Critical Infrastructure

By: R A M Milanes

In the Philippines, you don't just send money anymore, "I GCash mo! (GCash it)”

In a few short years, GCash has rewired the nation's daily life. With tens of millions of
users and millions of merchants, the app is no longer a simple convenience but a critical
utility. It is the bank for the unbanked, the remittance rail for families, and the de facto cash
register for businesses from the corner sari-sari store to the largest malls.



But that scale, that total integration into the social fabric, has a profound, dangerous flip
side. It turns a platform into a persistent, high-value target. It means every outage, every
rumor, and every anomaly is no longer a customer service issue. It's a referendum on public
confidence.

From User Scams to Systemic Scrutiny

For much of its history, the war for GCash's security was fought on the edges. The
dominant risk was social engineering, a relentless wave of phishing, smishing, and vishing
designed to trick individual users into surrendering their MPINs and OTPs. The fortress
itself was secure and the battle was to stop users from willingly handing over the keys.

Then, May 2023 happened. It was the first real-time, collective panic.

Funds were being siphoned from accounts. Users watched in horror as their balances
drained, and the app itself briefly went offline. The public verdict was instant, everyone
uttered “GCash was breached”.

The official autopsy by the National Privacy Commission (NPC) concluded something
different. It wasn't a platform-wide hack. It was a meticulous phishing campaign where
attackers had targeted users of specific online gambling sites, patiently harvested their
credentials, and then, in a coordinated move, cashed out.

GCash restored the funds, but the incident set a new precedent. The line between a targeted
user scam and a full-blown system failure had blurred. The public perception of a breach
was now just as damaging as the real thing.

The Glitch and the Ghost

By 2024, GCash's centrality meant that even rumors could shake the trust of millions.

In June, a Facebook-borne allegation claimed a KYC (Know Your Customer) database was
for sale. This was a direct shot at the company's core vault. But this time, authorities moved
fast. The Cybercrime Investigation and Coordinating Center (CICC) assessed sample files
and quickly declared they did not match the company’s naming conventions. The leak was
inauthentic. This wasn't a compromise, it was a public-panic stress test.

Five months later, in November 2024, a different failure mode surfaced. This wasn't an
external con or a ghost story; the machine itself had faltered.

Users again reported unauthorized deductions. GCash responded immediately, attributing
the error to a system reconciliation glitch tied to its Send Ang Pao feature. Balances were



restored. But it was a stark reminder that in a system this complex, internal fragility can be
just as dangerous as an external attacker.

The 2025 Allegation: A New Kind of Nightmare

Which brings us to today. October 2025 has delivered a far more serious claim, one that
targets the very heart of the system.

A seller on the dark web is advertising a multi-year trove of millions GCash eKYC records,
allegedly stretching from 2019 to 2025 and complete with ID scans.

This isn't phishing. It's not a glitch. It's an allegation that the crown jewels are for sale.
These are personal data, the NPC has rightly opened a probe.

But here’s the twist. This new threat comes with a built-in defense against verification. The
purported seller will only transact with prior, trusted buyers. This closed-circle rule is a
brilliant, cynical defense. It blocks routine paths. No public proof-of-life sample for
journalists. No easy test-buy for investigators. No simple peek for regulators.

It's a black box designed to keep authorities out and the hype intact. This creates a
verification nightmare. How do you disprove a ghost who refuses to appear?

This is the new reality. When an e-wallet becomes the nation's primary payment rail where
confidence is a public good, not a private brand metric. The standard for truth can no longer
be a press release or a simple denial. Clearing this allegation requires disciplined forensics
and deep-cover work.

The country’s social infrastructure is now tied to this single app. The precedent set in this
case will govern the next platform-scale scare. And in this new world, there will always be
a next.



