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When technology touches our bodies specifically our faces, our eyes it stops being 
abstract. The National Privacy Commission’s (NPC) order to halt the World App and Orb 
operations in the Philippines is not about slowing innovation; it’s about protecting 
people. Your identity is not a product. Your iris is not a password you can replace. 

“Privacy is safety. When the data is your face or your eyes, the stakes are permanent.” 

 



	

What the NPC ordered? 

Tools for Humanity (TFH) and WCPH its local implementer must immediately cease 
processing Filipinos’ personal data through the World App and the Orb. 

The app shouldn’t be offered or used in the Philippines, and Orb-based identity checks 
must stop. 

Personal data already gathered here must not be transferred, disclosed, or shared further 
while the order stands. 

Why the Commission acted? 

The NPC found that current practices don’t meet the Data Privacy Act’s core standards of 
legitimate purpose, transparency, proportionality, and respect for your rights. 

Consent wasn’t a real choice. A single “I agree” checkbox bundled with terms and a 
linked privacy notice isn’t meaningful, purpose-specific consent. Data Subjects deserve 
clear options for each data use and not as a take-it-or-leave-it bundle. 

Key processing wasn’t plainly explained. If a system uses machine learning on photos or 
scans, that must be clearly disclosed so Data Subjects can genuinely consent or otherwise 
refuse. 

Too much, for too little as collecting highly sensitive biometrics must be necessary and 
not excessive for the stated purpose. The Commission saw systemic gaps big enough to 
warrant an immediate pause to safeguard the public. 

The human risk behind biometric tech 

Biometrics are not like passwords. If your face or iris data is compromised, you can’t 
swap them out next week. The risk isn’t only breach headlines, it’s deepfakes, identity 
fraud, and long-tail exposure that can follow you for years. That’s why the NPC 
emphasizes the irreversible nature of biometric processing and the potential for grave, 
irreparable harm when it’s mishandled. This is about people, not just platforms. 

 

 

 

 



	

Affected? do this now: 

Don’t enroll or submit to any Orb scans while the order is in force. 

Use your rights. If you already signed up, you can ask the implementer: What did you 
collect? Why? Where is it stored? Who can access it? How long will you keep it? You 
can also request appropriate actions on your data. 

Watch for social-engineering spillover. Be extra wary of messages asking for codes, IDs, 
or “verification photos.” Biometric misuse can fuel deepfakes and impersonation. 

Report ongoing sign-ups. If you see Orb operations or new World App enrollments in the 
Philippines, report them to the NPC. 

Think “minimum necessary.” Even beyond this case, share the least data needed for any 
service and only with organizations who earn your trust. 

--- 

The fastest way to scale trust is to design for dignity. That means unbundled, purpose-
specific consent; plain-language notices; data minimization by default; independent 
testing and audit paths; and user controls that are as easy to find as the “Sign up” button.  

The NPC’s decision is a protective pause. It asks a simple question of powerful 
technology: Are we worthy of the trust we’re asking people to give? Until the answer is 
clearly “yes,” the right call is to stand still, fix what’s broken, and put people first. 


