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The accelerating complexity of the global data privacy landscape, characterized by
the stringent requirements of the European Union’s General Data Protection
Regulation, the Philippines’ Data Privacy Act of 2012, and the cross-border
frameworks of the Asia-Pacific Economic Cooperation, has precipitated a compliance
crisis for multinational organizations. This whitepaper interrogates the intersection of
advanced machine learning technologies and legal governance, specifically proposing
a methodology for leveraging Generative Artificial Intelligence to automate and
enhance privacy compliance documentation. By synthesizing the architectural
capabilities of Large Language Models, the contextual grounding provided by
Retrieval-Augmented Generation, and structured prompt engineering frameworks
such as the ABCDE and COSTAR models, this report delineates a pathway toward a
resilient, automated compliance posture. The analysis posits that a governance-
oriented application of these technologies can resolve the tension between the
fundamental human right to privacy and the economic imperative for the free flow of

information.



The digital economy operates within a labyrinthine matrix of legal obligations
designed to protect the rights of data subjects. As organizations expand their digital
footprints, they encounter a regulatory environment that necessitates a rigorous
approach to documentation. Compliance is no longer merely a matter of adhering to
the law but requires demonstrating that adherence through meticulous record-
keeping, procedural transparency, and rapid incident response. This administrative
burden has grown exponentially as jurisdictions strengthen their legislative

frameworks to address the risks associated with ubiquitous data processing.

Simultaneously, the emergence of Generative Artificial Intelligence, specifically Large
Language Models underpinned by the Transformer architecture, offers a
transformative solution to this governance challenge. The capacity of these models
to process vast quantities of text, understand complex semantic relationships, and
generate coherent legal narratives presents a unique opportunity to automate the
creation of essential privacy documentation. However, the deployment of such
powerful tools requires a nuanced governance strategy to mitigate risks such as
hallucination and ensuring that the generated output aligns strictly with specific legal

mandates.

This report explores the theoretical and practical application of Generative Al in the
domain of privacy law. It provides an exhaustive analysis of the regulatory
requirements in key jurisdictions, details the technological mechanisms that enable
automated legal reasoning, and offers a comprehensive guide to prompt engineering

patterns that can be deployed to draft high-quality compliance artifacts.



The contemporary privacy landscape is defined by a convergence of principles
regarding transparency, accountability, and individual rights, yet it is simultaneously
fragmented by distinct national implementation rules. A multinational enterprise

must navigate these divergences to maintain a consistent global governance posture.

The General Data Protection Regulation, officially Regulation (EU) 2016/679 of the
European Parliament and of the Council, stands as the preeminent framework
influencing global privacy standards.! Enacted on 27 April 2016 and effective from
25 May 2018, the GDPR repealed the earlier Directive 95/46/EC and established a
comprehensive regime that applies to all member states of the European Union and
the European Economic Area.! The regulation mandates strict adherence to principles
such as lawfulness, fairness, and transparency, and imposes significant obligations
on data controllers and processors regarding the processing of personal data relating

to natural persons.!

A central component of GDPR compliance is the requirement for accountability, which
compels organizations to maintain detailed documentation of their processing
activities. Article 30 of the GDPR requires controllers and processors to maintain a
written record of processing activities.3 This record must comprehensively detail the
purposes of processing, the categories of data subjects and personal data, the
recipients to whom the data have been or will be disclosed, and applicable time limits
for erasure of the different categories of data.? Furthermore, Article 35 mandates the

conduct of Data Protection Impact Assessments for types of processing that are likely



to result in a high risk to the rights and freedoms of natural persons, particularly
when using new technologies.3 These assessments require a systematic description
of the envisaged processing operations and the purposes of the processing, an
assessment of the necessity and proportionality of the processing operations in
relation to the purposes, and an assessment of the risks to the rights and freedoms

of data subjects.3

The extraterritorial scope of the GDPR further amplifies its impact, as it applies to
any organization processing the personal data of data subjects residing in the Union,
regardless of whether the organization maintains a physical presence within the EU,
provided that the processing activities are related to the offering of goods or services
to such data subjects or the monitoring of their behavior.? This creates a compelling
need for automated solutions that can assist non-EU entities in navigating the
complexities of European privacy law, particularly regarding the appointment of EU
representatives and the execution of cross-border data transfers subject to
appropriate safeguards such as Standard Contractual Clauses or Binding Corporate

Rules.3

In the Philippines, the protection of personal data is governed by Republic Act No.
10173, known as the Data Privacy Act of 2012.° This legislation declares it the policy
of the State to protect the fundamental human right of privacy of communication
while ensuring the free flow of information to promote innovation and growth.® The

Act established the National Privacy Commission to administer and implement its



provisions, ensuring that the country complies with international standards for data

protection.?

The Philippine framework shares conceptual similarities with the GDPR but maintains
distinct documentation requirements and definitions. The Implementing Rules and
Regulations of the Data Privacy Act mandate that the collection of personal data must
be for a declared, specified, and legitimate purpose, and that consent is required
prior to collection unless a specific exemption applies.®> The law emphasizes the rights
of the data subject, including the right to be informed, the right to object, the right
to access, the right to rectification, erasure, or blocking of data, and the right to

damages.®

A critical aspect of the Philippine regime is the stringent requirement for security
incident management. The National Privacy Commission has issued detailed circulars,
such as NPC Circular 16-03, regarding personal data breach management.® This
regulation defines a personal data breach as a security incident that leads to the
accidental or unlawful destruction, loss, alteration, or unauthorized disclosure of
personal data.® The law imposes a mandatory notification obligation where sensitive
personal information is involved, asking that the National Privacy Commission and
affected data subjects be notified within seventy-two hours upon knowledge of or
reasonable belief that a breach has occurred.” This short timeline necessitates rapid,

accurate documentation and reporting capabilities.

Furthermore, the National Privacy Commission requires the designation of a Data
Protection Officer and the implementation of a privacy management program that

includes regular Privacy Impact Assessments.!® The updated security measures
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mandated by NPC Circular 2023-06 require personal information controllers to create
an inventory of all data processing systems and to implement privacy-by-design and
privacy-by-default principles.l® Organizations must also register their data
processing systems with the Commission if they employ at least two hundred and
fifty persons or process sensitive personal information of at least one thousand
individuals.'? These obligations create a massive documentation workload that

demands precision and consistency.

Beyond the specific national laws of the EU and the Philippines, the Asia-Pacific region
operates under a unique framework designed to bridge differing national privacy
laws. The Asia-Pacific Economic Cooperation Privacy Framework, endorsed by
twenty-one member economies, promotes the accountability of data controllers
through the Cross-Border Privacy Rules System.!3 The CBPR System is a voluntary,
accountability-based scheme that allows organizations to demonstrate compliance
with internationally recognized data privacy protections, thereby facilitating trade and

the free flow of data across the region.!3

The CBPR System requires participating businesses to implement data privacy
policies consistent with the nine APEC Privacy Principles, including accountability,
prevent harm, notice, choice, collection limitation, use of personal information,
integrity of personal information, security safeguards, and access and correction.!4
Documentation is central to this certification, as organizations must complete a
comprehensive self-assessment questionnaire and undergo review by a third-party

Accountability Agent.!* This process verifies that the organization has appropriate



policies and procedures in place to protect personal information transferred among

APEC economies.!3

Complementing the CBPR is the Privacy Recognition for Processors System, which
allows data processors to demonstrate their ability to effectively implement a
controller's privacy requirements.!” This dual certification mechanism creates a
trusted ecosystem for data transfers. For organizations operating in Singapore, which
recognizes both CBPR and PRP certifications for overseas transfers under its Personal
Data Protection Act, this framework provides a streamlined mechanism for

compliance.!>

The complexity of the APEC region is further compounded by the diverse legislative

landscapes of its member economies.

Singapore

In Singapore, the Personal Data Protection Act 2012 establishes a baseline for data
protection that includes obligations for consent, purpose limitation, and notification.?®
Recent amendments enacted via the Personal Data Protection (Amendment) Act 2020
have introduced mandatory data breach notification and expanded the concept of
deemed consent, requiring organizations to update their compliance documentation
accordingly.?® The Personal Data Protection Commission enforces these rules, and
failure to comply can result in significant financial penalties of up to ten percent of

annual turnover in Singapore or one million Singapore dollars, whichever is higher.2°

Japan



Japan operates under the Act on the Protection of Personal Information, which was
significantly amended to align more closely with global standards and came into force
in its amended form on 1 April 2022.24 The Japanese law regulates the handling of
personal data by business operators and includes strict provisions regarding provision
to third parties, particularly those in foreign countries.?* The definition of personal
information in Japan is explicit, covering information that can identify a specific
individual by name, date of birth, or other descriptions, including individual
identification codes.?® The Personal Information Protection Commission serves as the

supervisory authority.?>

Thailand

Thailand has recently fully enforced its Personal Data Protection Act B.E. 2562
(2019), which draws heavily from the GDPR.?® The Thai law requires data controllers
to provide appropriate security measures and to maintain records of processing
activities.?® It became fully enforceable on 1 June 2022 after several
postponements.3° The Act mandates that the collection of personal data must be
necessary, lawful, and with the consent of the data subject, and it imposes severe

penalties including imprisonment and fines for non-compliance.3°

Indonesia

Indonesia enacted Law No. 27 of 2022 on Personal Data Protection, establishing a
comprehensive framework that includes rights for data subjects and obligations for
data controllers to ensure data accuracy, security, and confidentiality.?? This law
introduces a two-year transition period for organizations to achieve compliance,

which ended in October 2024.3?2 The law is closely modeled on the GDPR and



introduces the concept of data controllers and processors into Indonesian law for the

first time.33
Australia

Australia is currently undergoing a significant reform of its Privacy Act 1988, following
a comprehensive review that proposed over one hundred reforms to strengthen
privacy protections.3* The Privacy and Other Legislation Amendment Act 2024
received royal assent in December 2024, introducing a first tranche of reforms
including a statutory tort for serious invasions of privacy and new civil penalty
provisions.3¢ These reforms aim to modernize the Australian privacy framework to
account for the digital age, with specific attention to the definition of personal

information and the regulation of automated decision-making.36

To leverage Artificial Intelligence for privacy compliance, one must first understand
the underlying technological architectures that enable machines to process,
understand, and generate complex legal and technical text. The revolution in Natural
Language Processing has provided the tools necessary to automate the generation of

high-quality compliance documentation.

The foundational technology enabling modern Generative Al is the Transformer

architecture, introduced in the seminal 2017 paper "Attention Is All You Need" by
Vaswani et al..3® This architecture represented a paradigm shift from previous
recurrent neural networks by introducing a mechanism known as self-attention.38

The self-attention mechanism allows the model to weigh the importance of different
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words in a sequence relative to one another, regardless of their distance within the

text.3°

In the context of legal documentation, this capability is critical. Legal texts and
compliance documents are often lengthy and dense, with references to definitions or
clauses that may appear pages apart. Traditional models struggled to maintain
context over such long sequences, often forgetting earlier details due to the vanishing
gradient problem inherent in recurrent networks.3® The Transformer architecture

enables the model to process the entire sequence simultaneously, allowing it to
understand the relationships between a defined term in a contract and its usage in a
liability clause appearing much later.38 This global view of the document allows Large
Language Models to draft coherent, legally consistent text that adheres to the
complex definitions found in regulations like the GDPR or the Philippine Data Privacy

Act.

The Transformer utilizes an encoder-decoder structure where the encoder maps an
input sequence to a sequence of continuous representations, and the decoder then
generates an output sequence.3® Through multi-head attention, the model can focus
on different aspects of the input simultaneously, capturing both the syntactic
structure of the legal language and the semantic meaning of the compliance
requirements.38 The core mathematical operation, the scaled dot-product attention,
calculates the relevance of a set of Queries (Q), Keys (K), and Values (V), allowing
the model to attend to the most relevant information within the input context.38 This

parallel processing capability is what allows modern Large Language Models to
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analyze vast repositories of case law and regulatory guidance to assist in drafting

compliance documents.38

While Large Language Models possess impressive fluency, they suffer from a
limitation known as hallucination, where the model generates plausible but factually
incorrect information.*> In the domain of privacy compliance, hallucination is
unacceptable; a fabricated legal citation or an incorrect interpretation of a data
retention period could lead to significant regulatory penalties. To mitigate this risk,
the technique of Retrieval-Augmented Generation was introduced by Lewis et al. in
their 2020 paper "Retrieval-Augmented Generation for Knowledge-Intensive NLP

Tasks".43

Retrieval-Augmented Generation combines the generative capabilities of a pre-
trained Large Language Model with a retrieval mechanism that accesses an external
knowledge base.*3 When a user prompts the system to draft a Data Protection Impact
Assessment, the system does not rely solely on its internal parametric memory.
Instead, it first retrieves relevant documents from a trusted knowledge base such as
the official text of the GDPR, the Philippine Data Privacy Act, or the organization's
own internal security policies and provides these documents to the model as

context.43

The RAG framework operates by encoding the input query and the documents in the
knowledge base into dense vector representations using a bi-encoder architecture.*’
It then performs a nearest-neighbor search, typically using Maximum Inner Product

Search, to find the most relevant passages.*® These retrieved passages are
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concatenated with the original query and fed into the sequence-to-sequence
generator.** This process ensures that the generated output is grounded in specific,
verifiable sources. For a privacy officer, this means that an Al-generated response
regarding breach notification timelines in the Philippines will explicitly reference NPC
Circular 16-03 and the seventy-two-hour requirement, rather than inventing a

timeline based on generalized training data.8

This architecture is particularly valuable for cross-border compliance. An organization
can maintain a vector database containing the privacy laws of all jurisdictions in which
it operates. When a new processing activity is proposed, the RAG system can retrieve
the relevant laws from Singapore, Thailand, and Japan, and generate a comparative
analysis of the consent requirements for each, ensuring that the resulting

documentation is accurate and legally sound.*#

The effectiveness of Generative Al in compliance tasks is heavily dependent on the
quality of the instructions, or prompts, provided to the model. This has given rise to
the discipline of prompt engineering, which involves crafting inputs to guide the
model toward accurate and relevant outputs.*® Academic research, such as that by
White et al., has established a taxonomy of prompt patterns that can be applied to

software engineering and governance tasks.>°

The table below summarizes key prompt engineering patterns relevant to legal

compliance documentation:
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Pattern Name

Description

Application in Privacy

Compliance

Persona Pattern

Instructs the Al to adopt a

specific role or expertise.>!

"Act as a Data Protection
Officer specializing in

Philippine Law."

Chain-of-Thought

Asks the Al to break down
reasoning into intermediate

steps.>3

"First, identify if the data is
sensitive. Second, assess

the risk of harm."

Flipped Interaction

The AI asks the user

questions to gather

necessary information.>!

The Al interviews the
project manager to gather

details for a DPIA.

Template Pattern

Provides a specific

structure for the output.>3

"Format the response as a
breach notification letter
following NPC Circular 16-

03."

Fact Check List

Requests the AI to list facts
it relies on for

verification.>!

"List the specific articles of
the GDPR used to justify

this data transfer."
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Prompt Frameworks

Various frameworks have been developed to structure these prompts effectively.

The ABCDE framework—standing for Audience, Background, Clear instructions,
Detailed parameters, and Evaluation—provides a robust structure for legal prompts.>*
By specifying the Audience, such as the National Privacy Commission, the
Background, such as a ransomware attack on HR data, and the Clear Instructions,
such as draft a notification letter, the user ensures that the model has sufficient

context to perform the task.>*

The CARE framework (Context, Action, Result, Example) emphasizes the inclusion
of examples to guide the model's output style.>> This is particularly useful when an
organization has existing high-quality compliance documents that can serve as

templates.

The COSTAR framework (Context, Objective, Style, Tone, Audience, Response)
offers granular control over the tone of the output, ensuring that legal documents

maintain a professional and authoritative voice rather than a conversational one.>®

The CREATE framework (Context, Role, Instruction, Steps, Execution) and the
Rhetorical Approach are other methodologies that can be employed to refine the
interaction with the AI model, ensuring that the generated text meets the high

standards required for regulatory submission.8
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The integration of RAG architectures and advanced prompt engineering allows for the
automation of critical privacy governance tasks. This section outlines how these
technologies can be applied to specific documentation requirements under the GDPR,

the Philippine DPA, and the APEC frameworks.

Article 30 of the GDPR and the equivalent requirements in the Philippine DPA mandate
that organizations maintain a comprehensive Record of Processing Activities.3
Maintaining this record manually is labor-intensive and prone to error. A Governance-
Oriented GenAl system can automate this process by ingesting unstructured data

from internal surveys, system logs, and project documentation.

Using a RAG system grounded in the definitions of personal data and processing from
the relevant statutes, the AI can analyze descriptions of business processes to
identify data elements and processing purposes. For instance, if a project description
mentions collecting email addresses for the monthly newsletter, the model can
identify this as a collection of personal data for a marketing purpose. It can then draft
the corresponding entry for the ROP, categorizing the data subject as a subscriber,

the data category as contact details, and the legal basis as consent.3

Furthermore, the system can cross-reference these entries against data retention
policies. If the Philippine DPA requires that data be retained only for as long as
necessary, the Al can flag processing activities that lack a defined retention period
or that appear to retain data indefinitely, prompting the Data Protection Officer to

intervene.>
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The Privacy Impact Assessment, or Data Protection Impact Assessment under GDPR,
is a cornerstone of privacy by design. It requires a systematic evaluation of the
potential risks associated with a processing activity.3 Generative Al can significantly

streamline the drafting of these assessments.

By employing the "Persona" prompt pattern, a privacy officer can instruct the model
to act as a risk assessor. The officer provides the details of the proposed system such
as a new facial recognition system for employee attendance and the model, utilizing
RAG to access the specific criteria for high-risk processing under Philippine and EU
law, can generate a draft assessment.”! The model can identify that the processing
of biometric data constitutes sensitive personal information under the Philippine DPA
and special category data under the GDPR, triggering specific compliance

obligations.3

The Al can then propose mitigation strategies based on industry best practices stored
in its knowledge base. For example, it might suggest the implementation of strong
encryption and strict access controls as required by NPC Circular 2023-06.10 This
drafting support allows the privacy team to focus on analyzing the residual risk and

making strategic decisions rather than spending hours writing the initial report.

In the event of a security incident, time is of the essence. The Philippine DPA imposes
a strict seventy-two-hour window for notification if the breach involves sensitive
personal information and poses a risk of serious harm.” A GenAl system integrated
into the incident response workflow can be invaluable during this critical period.
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Upon the detection of an incident, the technical details can be fed into the Al system.
Using a RAG architecture that indexes the specific notification requirements of the
National Privacy Commission and the GDPR, the model can rapidly assess whether
the incident meets the threshold for mandatory notification.® It can analyze the
compromised data fields to determine if they fall under the definition of sensitive

personal information or information that enables identity fraud.®

If notification is required, the AI can draft the notification documents for both the
regulator and the affected data subjects. Using the ABCDE framework to ensure the
tone is empathetic yet legally precise, the model can generate communication that
informs data subjects of the nature of the breach, the likely consequences, and the
measures taken to address it, as required by law.> This automation ensures
consistency and speed, reducing the risk of non-compliance due to administrative

delays.

One of the most complex aspects of privacy governance is managing data transfers
between jurisdictions with different legal standards. The APEC CBPR system aims to

facilitate these transfers, but mapping internal policies to the APEC Privacy Principles

can be challenging.* Generative Al can assist in this interoperability analysis.

A RAG-enabled system can be loaded with the APEC CBPR Program Requirements,
the EU GDPR transfer rules, and the organization's own Binding Corporate Rules. The
model can then perform a gap analysis, identifying areas where the organization's
current practices align with the APEC principles and where they may fall short.!3 For
instance, it can verify if the organization's mechanism for handling complaints meets
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the Consumer-Friendly Complaint Handling requirement of the CBPR while

simultaneously satisfying the Right to lodge a complaint under GDPR Article 77.3

Furthermore, for transfers between the Philippines and other APEC economies, the
system can draft the requisite data sharing agreements, ensuring they contain the
necessary clauses to protect the rights of data subjects as mandated by the Philippine
DPA.’ This capability transforms the complex web of cross-border regulations into a

manageable, automated verification process.

While Generative Al offers powerful tools for privacy compliance, its use must be
governed by strict ethical and operational safeguards. The principle of human-in-the-
loop is paramount. Al should be viewed as a drafting aid and a decision-support tool,

not as a replacement for human legal judgment.

Despite the advancements of RAG, the risk of error remains. A governance framework
must include rigorous validation steps where human experts review all Al-generated
documentation. The Evaluation component of prompt engineering frameworks is
critical here; prompts should include instructions for the model to cite its sources,
allowing human reviewers to verify the legal basis of the generated text.43
Organizations must verify that the Al is referencing the current version of the law,
noting for instance that the Philippine DPA has specific implementing rules that clarify

the statutory text.?
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There is a recursive challenge in using Al for privacy compliance: the Al system itself
must be privacy-compliant. Organizations must ensure that they do not inadvertently
expose sensitive personal data or confidential legal strategy to public Large Language
Models. The deployment of local, private instances of models, or the use of
enterprise-grade services with strict data retention policies, is essential.*> The use of
RAG architectures allows organizations to keep their proprietary knowledge base

secure while leveraging the reasoning capabilities of the model.*3

The integration of Generative Al into privacy governance signals a shift in the role of
the Data Protection Officer. The DPO of the future will need to be a hybrid
professional, possessing not only legal expertise but also a functional understanding
of Al architecture and prompt engineering. They will act as the architect of the
compliance system, designing the prompts and knowledge bases that drive the

automated documentation process.

In conclusion, the convergence of Generative Al and data privacy regulation presents
a unique opportunity to modernize governance. By adopting a governance-oriented
approach that leverages Retrieval-Augmented Generation and structured prompt
engineering, organizations operating in the European Union, the Philippines, and the
APEC region can transform compliance from a burden into a strategic asset. This
approach ensures that the documentation is not merely a bureaucratic artifact, but a
dynamic, accurate reflection of the organization's commitment to protecting the

fundamental human right to privacy in an increasingly digital world.

19



Works cited

1.

2.

10.

11.

12.
13.

14.

15.

16.

Regulation - 2016/679 - EN - gdpr - EUR-Lex - European Union, .https://eur-
lex.europa.eu/eli/reg/2016/679/0j/eng

General Data Protection Regulation - Wikipedia,
.https://en.wikipedia.org/wiki/General Data_Protection Regulation

General Data Protection Regulation (GDPR) - Legal Text, https://gdpr-info.eu/

European Union - Data Privacy and Protection - International Trade Administration,
.https://www.trade.gov/european-union-data-privacy-and-protection

Implementing Rules and Regulations of the Data Privacy Act of 2012,
.https://privacy.gov.ph/implementing-rules-regulations-data-privacy-act-2012/

Republic Act 10173 - Data Privacy Act of 2012, .https://privacy.gov.ph/data-privacy-act/

Summary: Philippines Data Privacy Act and implementing regulations - IAPP,
.https://iapp.org/news/a/summary-philippines-data-protection-act-and-implementing-
regulations

NPC Circular 16-03 Personal Data Breach Management - Scribd,
.https://www.scribd.com/document/337278989/NPC-Circular-16-03-Personal-Data-Breach-

Management

Breach Reporting - National Privacy Commission, .https://privacy.gov.ph/pips-and-
pics/breach-reporting/

Philippines: Minimum requirements for security of personal data issued by the National Privacy
Commission - Baker McKenzie InsightPlus, .https://insightplus.bakermckenzie.com/bm/data-
technology/philippines-minimum-requirements-for-security-of-personal-data-issued-by-the-
national-privacy-commission

Data Security Compliance with Philippines NPC Circular 2023-06 | Thales,
.https://cpl.thalesgroup.com/compliance/apac/data-security-compliance-npc-circular-2023-06

Data protection laws in the Philippines, .https://www.dlapiperdataprotection.com/?t=law&c=PH

APEC Cross Border Privacy Rules (APEC CBPR) - TrustArc,
.https://trustarc.com/regulations/apec-cbpr/

APEC Cross-Border Privacy Rules (CBPR) System and EU's General Data Protection Regulation
U.S. Industry Engagement Strategy - Meeting Document Database,
.https://mddb.apec.org/Documents/2021/CTI/WKSP9/21 cti wksp9 010.pdf

APEC Cross-Border Privacy Rules (CBPR) System - Singapore - IMDA,
.https://www.imda.gov.sg/how-we-can-help/cross-border-privacy-rules-certification

APEC CROSS-BORDER PRIVACY RULES SYSTEM - cbprs.org, .https://cbprs.org/wp-
content/uploads/2019/11/4.-CBPR-Policies-Rules-and-Guidelines-Revised-For-Posting-3-16-
updated-1709-2019.pdf

20


https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://en.wikipedia.org/wiki/General_Data_Protection_Regulation
https://gdpr-info.eu/
https://www.trade.gov/european-union-data-privacy-and-protection
https://privacy.gov.ph/implementing-rules-regulations-data-privacy-act-2012/
https://privacy.gov.ph/data-privacy-act/
https://iapp.org/news/a/summary-philippines-data-protection-act-and-implementing-regulations
https://iapp.org/news/a/summary-philippines-data-protection-act-and-implementing-regulations
https://www.scribd.com/document/337278989/NPC-Circular-16-03-Personal-Data-Breach-Management
https://www.scribd.com/document/337278989/NPC-Circular-16-03-Personal-Data-Breach-Management
https://privacy.gov.ph/pips-and-pics/breach-reporting/
https://privacy.gov.ph/pips-and-pics/breach-reporting/
https://insightplus.bakermckenzie.com/bm/data-technology/philippines-minimum-requirements-for-security-of-personal-data-issued-by-the-national-privacy-commission
https://insightplus.bakermckenzie.com/bm/data-technology/philippines-minimum-requirements-for-security-of-personal-data-issued-by-the-national-privacy-commission
https://insightplus.bakermckenzie.com/bm/data-technology/philippines-minimum-requirements-for-security-of-personal-data-issued-by-the-national-privacy-commission
https://cpl.thalesgroup.com/compliance/apac/data-security-compliance-npc-circular-2023-06
https://www.dlapiperdataprotection.com/?t=law&c=PH
https://trustarc.com/regulations/apec-cbpr/
https://mddb.apec.org/Documents/2021/CTI/WKSP9/21_cti_wksp9_010.pdf
https://www.imda.gov.sg/how-we-can-help/cross-border-privacy-rules-certification
https://cbprs.org/wp-content/uploads/2019/11/4.-CBPR-Policies-Rules-and-Guidelines-Revised-For-Posting-3-16-updated-1709-2019.pdf
https://cbprs.org/wp-content/uploads/2019/11/4.-CBPR-Policies-Rules-and-Guidelines-Revised-For-Posting-3-16-updated-1709-2019.pdf
https://cbprs.org/wp-content/uploads/2019/11/4.-CBPR-Policies-Rules-and-Guidelines-Revised-For-Posting-3-16-updated-1709-2019.pdf

17.

18.

19.

20.
21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

APEC Privacy Recognition for Processors (“"PRP”) Purpose and Background - cbprs.org,
.http://cbprs.org/wp-content/uploads/2020/08/PRP-Purpose-and-Background-4.pdf

APEC Privacy Recognition for Processors System - Policies, Rules and Guidelines - Meeting
Document Database,
.https://mddb.apec.org/Documents/2015/SOM/SOM3/15_som3_021anx10.pdf

APEC Privacy Recognition for Processors (PRP) Certification - IMDA,
.https://www.imda.gov.sg/how-we-can-help/privacy-recognition-for-processors-certification

Data protection laws in Singapore, .https://www.dlapiperdataprotection.com/?t=law&c=SG

Personal Data Protection Act 2012 - Wikipedia,
.https://en.wikipedia.org/wiki/Personal _Data Protection Act 2012

Data Protected Singapore | Insights - Linklaters, .https://www.linklaters.com/insights/data-

protected/data-protected---singapore

Personal Data Protection Act (PDPA) - Singapore - PwC,
.https://www.pwc.com/sg/en/personal-data-protection.html

Act on the Protection of Personal Information - English - Japanese Law Translation,
.https://www.japaneselawtranslation.go.jp/en/laws/view/4241/en

Data protection laws in Japan,
.https://www.dlapiperdataprotection.com/index.html?t=law&c=]P

Act on the Protection of Personal Information - English - Japanese Law Translation,
.https://www.japaneselawtranslation.go.jp/en/laws/view/2616/en

Act on the Protection of Personal Information Act No. 57 of ( ) 2003,
.https://www.cas.go.jp/jp/seisaku/hourei/data/APPI.pdf

Thailands Personal Data Protection Act - Entrust, .https://www.entrust.com/legal-
compliance/hsm-solutions/apac/thailands-personal-data-protection-act

Thailand PDPA - Compliance | Google Cloud,
.https://cloud.google.com/security/compliance/thailand-pdpa

Data protection laws in Thailand,
.https://www.dlapiperdataprotection.com/index.html?t=law&c=TH

GDPR v. Thai Personal Data Protection Act - DataGuidance,
.https://www.dataguidance.com/sites/default/files/gdpr v _thailand v2 updated.pdf

Data Protection Laws and Regulations Report 2025 Indonesia - ICLG.com,
.https://iclg.com/practice-areas/data-protection-laws-and-regulations/indonesia

Indonesia - Data Protection Laws of the World,
.https://www.dlapiperdataprotection.com/guide.pdf?c=1D

Government response to the Privacy Act Review Report - Attorney-General's Department,
.https://consultations.ag.gov.au/integrity/privacy-act-review-report/

21


http://cbprs.org/wp-content/uploads/2020/08/PRP-Purpose-and-Background-4.pdf
https://mddb.apec.org/Documents/2015/SOM/SOM3/15_som3_021anx10.pdf
https://www.imda.gov.sg/how-we-can-help/privacy-recognition-for-processors-certification
https://www.dlapiperdataprotection.com/?t=law&c=SG
https://en.wikipedia.org/wiki/Personal_Data_Protection_Act_2012
https://www.linklaters.com/insights/data-protected/data-protected---singapore
https://www.linklaters.com/insights/data-protected/data-protected---singapore
https://www.pwc.com/sg/en/personal-data-protection.html
https://www.japaneselawtranslation.go.jp/en/laws/view/4241/en
https://www.dlapiperdataprotection.com/index.html?t=law&c=JP
https://www.japaneselawtranslation.go.jp/en/laws/view/2616/en
https://www.cas.go.jp/jp/seisaku/hourei/data/APPI.pdf
https://www.entrust.com/legal-compliance/hsm-solutions/apac/thailands-personal-data-protection-act
https://www.entrust.com/legal-compliance/hsm-solutions/apac/thailands-personal-data-protection-act
https://cloud.google.com/security/compliance/thailand-pdpa
https://www.dlapiperdataprotection.com/index.html?t=law&c=TH
https://www.dataguidance.com/sites/default/files/gdpr_v_thailand_v2_updated.pdf
https://iclg.com/practice-areas/data-protection-laws-and-regulations/indonesia
https://www.dlapiperdataprotection.com/guide.pdf?c=ID
https://consultations.ag.gov.au/integrity/privacy-act-review-report/

35.

36.

37.

38.

39.

40.

41.

42.

43.

44,

45.

46.

47.

48.

49.

50.

Review of Australian Privacy Act reforms in 2023-2024 - Lander & Rogers,
.https://www.landers.com.au/privacy-review-2023-2024

The privacy law reforms finally passed in 2024 set the priorities for 2025 - Holding Redlich,
.https://www.holdingredlich.com/the-privacy-law-reforms-finally-passed-in-2024-set-the-
priorities-for-2025

Australia's next set of Privacy Act reforms will address innovation and protection,
.https://www.pinsentmasons.com/out-law/analysis/privacy-act-reforms-australia

Attention Is All You Need - Wikipedia,
.https://en.wikipedia.org/wiki/Attention Is All You Need

“Attention is all you need” in plain English | by Ujwal Tickoo | Nov, 2025,
.https://medium.com/@ujwaltickoo/attention-is-all-you-need-in-plain-english-b176d1ad4ada

Understanding “Attention is All You Need” | by Sourish == - Medium,
.https://medium.com/@sourize/understanding-attention-is-all-you-need-7bbbd5b43a87

I Finally Understood “Attention is All You Need” After So Long. Here's How I Did It.,
.https://ai.plainenglish.io/i-finally-understood-attention-is-all-you-need-after-so-long-heres-
how-i-did-it-263b46273f9f

Attention is All you Need - NIPS papers, .https://papers.nips.cc/paper/7181-attention-is-all-
you-need

What Is Retrieval-Augmented Generation aka RAG - NVIDIA Blog,
.https://blogs.nvidia.com/blog/what-is-retrieval-augmented-generation/

A Systematic Review of Key Retrieval-Augmented Generation (RAG) Systems: Progress, Gaps,
and Future Directions - arXiv, .https://arxiv.org/pdf/2507.18910

Lewis, P., et al. (2020) Retrieval-Augmented Generation for Knowledge-Intensive NLP Tasks. -
References - Scientific Research Publishing,
.https://www.scirp.org/reference/referencespapers?referenceid=3896849

Retrieval-Augmented Generation for Knowledge-Intensive NLP Tasks - Semantic Scholar,
.https://www.semanticscholar.org/paper/Retrieval-Augmented-Generation-for-NLP-Tasks-
Lewis-Perez/659bf9ce7175el1ec266ff54359e2bd76e0b7ff31

RAG Lewis 2020 Paper: Understanding the Original Retrieval-Augmented Generation Research -
Latenode, .https://latenode.com/blog/ai-frameworks-technical-infrastructure/rag-retrieval-
augmented-generation/rag-lewis-2020-paper-understanding-original-retrieval-augmented-
generation-research

Prompt Engineering: The Art of Getting What You Need From Generative Al,
.https://iac.gatech.edu/featured-news/2024/02/Al-prompt-engineering-ChatGPT

What is Prompt Engineering? Complete 2025 Guide - Articsledge,
.https://www.articsledge.com/post/prompt-engineering

Landscape and Taxonomy of Prompt Engineering Patterns in Software Engineering - IEEE
Xplore, .https://ieeexplore.ieee.org/iel8/6294/10893719/10893869.pdf

22


https://www.landers.com.au/privacy-review-2023-2024
https://www.holdingredlich.com/the-privacy-law-reforms-finally-passed-in-2024-set-the-priorities-for-2025
https://www.holdingredlich.com/the-privacy-law-reforms-finally-passed-in-2024-set-the-priorities-for-2025
https://www.pinsentmasons.com/out-law/analysis/privacy-act-reforms-australia
https://en.wikipedia.org/wiki/Attention_Is_All_You_Need
https://medium.com/@ujwaltickoo/attention-is-all-you-need-in-plain-english-b176d1ad4ada
https://medium.com/@sourize/understanding-attention-is-all-you-need-7bbbd5b43a87
https://ai.plainenglish.io/i-finally-understood-attention-is-all-you-need-after-so-long-heres-how-i-did-it-263b46273f9f
https://ai.plainenglish.io/i-finally-understood-attention-is-all-you-need-after-so-long-heres-how-i-did-it-263b46273f9f
https://papers.nips.cc/paper/7181-attention-is-all-you-need
https://papers.nips.cc/paper/7181-attention-is-all-you-need
https://blogs.nvidia.com/blog/what-is-retrieval-augmented-generation/
https://arxiv.org/pdf/2507.18910
https://www.scirp.org/reference/referencespapers?referenceid=3896849
https://www.semanticscholar.org/paper/Retrieval-Augmented-Generation-for-NLP-Tasks-Lewis-Perez/659bf9ce7175e1ec266ff54359e2bd76e0b7ff31
https://www.semanticscholar.org/paper/Retrieval-Augmented-Generation-for-NLP-Tasks-Lewis-Perez/659bf9ce7175e1ec266ff54359e2bd76e0b7ff31
https://latenode.com/blog/ai-frameworks-technical-infrastructure/rag-retrieval-augmented-generation/rag-lewis-2020-paper-understanding-original-retrieval-augmented-generation-research
https://latenode.com/blog/ai-frameworks-technical-infrastructure/rag-retrieval-augmented-generation/rag-lewis-2020-paper-understanding-original-retrieval-augmented-generation-research
https://latenode.com/blog/ai-frameworks-technical-infrastructure/rag-retrieval-augmented-generation/rag-lewis-2020-paper-understanding-original-retrieval-augmented-generation-research
https://iac.gatech.edu/featured-news/2024/02/AI-prompt-engineering-ChatGPT
https://www.articsledge.com/post/prompt-engineering
https://ieeexplore.ieee.org/iel8/6294/10893719/10893869.pdf

51.

52.

53.

54.

55.

56.

57.

58.

A Prompt Pattern Catalog to Enhance Prompt Engineering with ChatGPT - Distributed Object
Computing (DOC) Group for DRE Systems,
.https://www.dre.vanderbilt.edu/~schmidt/PDF/PLoP-patterns. pdf

Landscape and Taxonomy of Prompt Engineering Patterns in Software Engineering,
.https://www.computer.org/csdl/magazine/it/2025/01/10893869/24sGnEvgnmw

Prompt Engineering Guidelines for Using Large Language Models in Requirements Engineering -
arXiv, .https://arxiv.org/html/2507.03405v1

Work Smarter, Not Harder: Top 5 Al Prompts Every Legal Professional in Virginia Beach Should
Use in 2025 - Nucamp Bootcamp, .https://www.nucamp.co/blog/coding-bootcamp-virginia-
beach-va-legal-work-smarter-not-harder-top-5-ai-prompts-every-legal-professional-in-virginia-
beach-should-use-in-2025

CARE Framework: Context-driven Prompting for Actionable Results: Complete Guide with
Examples | AiPromptsX, .https://aipromptsx.com/prompts/frameworks/care

Everything You Need to Know About Prompt Engineering Frameworks,
.https://www.parloa.com/knowledge-hub/prompt-engineering-frameworks/

BREACH MANAGEMENT AND REPORTING - National Privacy Commission,
.https://privacy.gov.ph/wp-content/uploads/2022/01/DPO17Breach.pdf

Asia-Pacific Economic Cooperation and Privacy - Attorney-General's Department,
.https://www.ag.gov.au/rights-and-protections/privacy/asia-pacific-economic-cooperation-and-

privacy

23


https://www.dre.vanderbilt.edu/~schmidt/PDF/PLoP-patterns.pdf
https://www.computer.org/csdl/magazine/it/2025/01/10893869/24sGnEvgnmw
https://arxiv.org/html/2507.03405v1
https://www.nucamp.co/blog/coding-bootcamp-virginia-beach-va-legal-work-smarter-not-harder-top-5-ai-prompts-every-legal-professional-in-virginia-beach-should-use-in-2025
https://www.nucamp.co/blog/coding-bootcamp-virginia-beach-va-legal-work-smarter-not-harder-top-5-ai-prompts-every-legal-professional-in-virginia-beach-should-use-in-2025
https://www.nucamp.co/blog/coding-bootcamp-virginia-beach-va-legal-work-smarter-not-harder-top-5-ai-prompts-every-legal-professional-in-virginia-beach-should-use-in-2025
https://aipromptsx.com/prompts/frameworks/care
https://www.parloa.com/knowledge-hub/prompt-engineering-frameworks/
https://privacy.gov.ph/wp-content/uploads/2022/01/DPO17Breach.pdf
https://www.ag.gov.au/rights-and-protections/privacy/asia-pacific-economic-cooperation-and-privacy
https://www.ag.gov.au/rights-and-protections/privacy/asia-pacific-economic-cooperation-and-privacy

